





















I (U/ ^f sVa?ed the shared drive was located on PRN hardware in Denver. It was a limited access 
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m. SMART is primarily used for archiving cable traffic 


S/ES-IRM does not administer the Public Affairs Communication Electronically (PACE) system, 
which is operated by the Bureau of Diplomacy. PACE is a much smaller system but it is possible that a 
few people from Secretary Clinton's staff may have used PACE. 


DoS does not have a restriction on the use of personal email accounts for official business. 
Personal email accounts are often used by individuals in the field who were not issued an official DoS 
mobile device, or who do not have the time or means to remotely log into the DoS system. Employees are 
not required to notify DoS that they are using a personal account for official business and there is no 

guidance to users of personal email accounts that stipulated that they must forward work-related emails 
back to their official work account within a specified period of time for record keeping purposes. 


S/ES-IRM does not automatically create Opennet or Classnet email accounts for new employees. 
Accounts are only created once a request form has been submitted. S/ES-IRM had no record of a request 
being completed by, or on behalf of. Secretary Clinton for the creation of DoS email accounts. Nor were 
there any records of requests being made for a DoS mobile device. 
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(U//FOH6) KENNEDY had no direct knowledge of any of CLINTON'S predecessors [COLIN 
POWELL and CONDOLEEZZA RICE] using private email accounts, but noted he was aware POWELL 


(U// FOUQ ) DoS has the responsibility of interfacing with foreign diplomats and political 
representatives within the United States and overseas to help develop policy. Sometimes information 
from these dignitaries is given in confidence and sometimes it is not. The classification of such 
information is specific to the situation. KENNEDY explained that information given in confidence may 
be initially transmitted as unclassified to report the information, but later “up-classified” when it is further 
assessed the disclosure of such information might damage national security or diplomatic relationships. 

(U//F0H0) KENNEDY explained the Intelligence Community (IC) “steals” information, and thus 
has to classify said information to protect sources and methods. DoS may get the same information 

source or a method. According to KENNEDY, the classification of a DoS document depends on the 
content of the message and if it is important for the other party not to disclose the information. 

(U/ /FOUO ) If a DoS employee wanted to use classified information derived from IC sources in an 
unclassified channel, they would need to submit a tearline request to do so. DoS cannot declassify a 
document that was not originally classified by a DoS classification authority. 

(U// F0U 6) The Secretary of State is a declassification authority, as are the Secretary' s Chief of 
Staff and Deputy Chief of Staff. KENNEDY believed CHERYL MILLS, JAKE SULLIVAN, and 
possibly HUMA ABEDIN would have been classification authorities during CLINTON' s tenure at DoS. 

(U//F©we) KENNEDY acknowledged DoS received their first request to produce emails related 
to CLINTON' s email sometime in 2014. The request was related to a Congressional inquiry concerning 
documents related to the 2012 attack of the United States consulate in Benghazi . The initial request was 
focused on specific emails, but was later expanded to include a broader production. 

(U//Fewe> KENNEDY was not part of the initial dialogue with CLINTON concerning the 
aforementioned request for emails. KENNEDY was only involved with interacting with Congress 
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(U//F OUO ) On June 15, 2016, LEWIS LUKENS, Date ofB mhl ^ I was ^ 

I ^ 6 | at hisresidence / ^ ° " ^ “^ San fLicUw, CA. After being advised of the identities of 
the interviewing agents, and the purpose of the interview, LUKENS provided the following information: 

(U//F0W0) LUKENS is currently the Diplomat in Residence for the Pacific Northwest region of 
the US, for the US Department of State (DOS). LUKENS, a career DOS employee^ was most recently the 

by STEPHEN MULL. LUKENS was responsible for providing operational and logistical support to 
approximately 800 individuals at the DOS, which included the Secretary of State, senior leadership and 
their staff. LUKENS responsibilities were broken into five main areas: Human Resources, Budget, 
General Services, Diplomatic Security (DS), and Information Resource Management (S/ES - IRM). 

(U//F0U©) S/ES - IRM was responsible for ensuring that the senior leadership of DOS had the 
Information Technology (IT) tools and systems they needed to do their jobs. The group was led by JOHN 
BENTEL and was comprised of approximately 25 to 30 individuals who were a mix of DOS personnel 
and contractors. LUKENS interacted with BENTEL on a daily basis. He described BENTAL as having 

proficient than LUKENS was. LUKENS was not aware of the statements that had been attributed to 
BENTEL in the recent OIG report, but thought they were out of character for BENTEL. 

(U//f=eU©) LUKENS worked with CHERYL MILLS and HUMA ABEDIN before and during 
HILLARY CLINTON* s transition to DOS to coordinate CLINTON* s office space and human resource 
needs. LUKENS explained that the previous Secretary only had one Deputy Secretary but CLINTON 
planned to have two Deputies, so LUKENS had to reorganize the offices on the 7 ,h floor to accommodate 
the second Deputy. LUKENS worked with DAN SMITH and Under Secretary PATRICK KENNEDY at 
DOS to ensure that CLINTON’ s needs were met during the transition. LUKENS stated there was not a 
computer in CLINTON* s office at DOS because CONDOLEEZZA RICE did not have one, and one was 
not installed for CLINTON. 




(U//F0U6) LUKENS and i 
















(U//P0O0) CLINTON did not have a secure Blackberry and ABEDIN did not know if secure 
Blackberries were even available at that time. ABEDIN stated that CLINTON had several different 
standard Blackberry phones during her tenure. It wasn't uncommon for CLINTON to use a new 

familiar with. The phones were typically purc hased by somebody on her staff and would be activated by 
“whoever was around”. ABEDIN recalled that ! l and MONICA HANLEY helped to 

setup new Blackberries on different occasions. ABEDIN did not know what was done with the old 
Blackberries after CLINTON transitioned to a new one. ABEDIN was shown an email chain dated April 
1 5, 2009, with the subject “Re: Won' t get to huma today”. ABE DIN did not recall why they were 
acti vating new SIM cards for CLINTON. ABEDIN provided that ) I fLAST NAME UNKNOWN] 

was | | President Clinton' s office that may have worked for JUSTIN COOPER. 

(U/ /FOUO ) ABEDIN confirmed that CLINTON' s Blackberry phone number was 212 | I 

She was not aware of C LINTON ever using a second cell phone and was not familiar with the phone 
number 202 1 I [It is noted that a 202 area code was err oneously us ed when ABEDIN was asked 

about the aforementioned telephone. The correct number is 212 | I While ABEDIN noted that it 

would be odd for CLINTON to have a D.C. area code, she ultimately stated that no part of the number 

(U//F0WO) ABEDIN stated that CLINTON had at least one, or possibly two, iPads during her 
tenure. She believed that one of them might have been a gift. CLINTON used the iPad for reading news 
articles but AB EDIN rare ly saw CLINTON carrying or using the iPad. CLINTON was trained on how to 
use the iPad by | I while they were on traveling on a plane. ABEDIN stated that the iPad was 

briefly used to send and receive emails following Hurricane Irene when CLINTON' s other email systems 

after CLINTON' s other systems were restored. ABEDIN noted that she was in Europe when Irene struck 

confirmed that CLINTON 1 s email was also down for an extended period of time following Hurricane 
Sandy. However, ABEDIN was in New York City, with her infant child, at the time and was not sure 
what efforts were taken to restore or establish temporary email for CLINTON. ABEDIN was unaware of 

Email System During Tenure 

(U//F0WO) ABEDIN contacted COOPER about getting a Blackberry for CLINTON while 
CLINTON was still in the Senate. CLINTON then used the Blackberry when she transitioned to DoS. At 
that time, her primary email address was hrl5@att.blackberry.net. Shortly after CLINTON became the 
Secretary of State COOPER established the @clintonemail.com domain and CLINTON began using 
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FEDERAL BUREAU OF INVESTIGATION 



(U//FOb6) Immediately after completing her service at the United States Department of State 
(State) in 2013, MILLS became personal counsel for HILLARY CLINTON. HEATHER SAMUELSON 
joined MILLS’ firm ‘ " “ 


nsition to Platte River Networks Server 

(U//F0B0) When the respective office- 




, of WILLIAM and HILLARY CLINTON began a searc 

erver operated by BRYAN PAGLIANO (Pagliano server). The CLINTON’ s wanted an 
ipany accountable for the oper ation of t he server. MILLS coordinated the needs for the 


ith PRN. Throughout the negc 


es as options, the Office of Presiden 
'er Networks (PRN). After PRN w< 
LS negotiated the final c 


: CLINTON reviewed the 


(U//FOU©) When PRN completed the transition from the Pagliano server, MILLS did not know 
if PRN transferred any email to the PRN Server. Additionally, MILLS did not know what PRN planned 
to do with the Pagliano server after the transition was complete. 
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FEDERAL BUREAU OF INVESTIGATION 


(U//F0B©) On February 1, 2016, STEPHEN D. MULL DOB J I was intervi ewed by 

Federal Bureau of Investigation (FBI) Special Agents ] | and l l in his office 

at the United States Department of State (DoS), 320 21* Street NW, Washington, DC, Room 341 7A. 

After being advised of the identities of the interviewing agents, and the purpose of the interview, MULL 
provided the following information : 

served as a Senior Advisor to the Secretary of State on Political Affairs. In June 2010, MULL was 
appointed DoS Executive Secretary, a position in which he served until October 2012. 

(U/ /FOUO) MULL later served as the United States Ambassador to Poland from November 2012 
until September 2015. Thereafter, MULL was appointed to his current position, Coordinator for Iran 
Nuclear Implementation. 

(U//FOW6) As Executive Secretary, MULL oversaw the entire DoS Executive Secretariat in 
regards to information processing, crisis management, travel support, and Information Technology (IT). 

Secretary of State, HILLARY CLINTON, and her executive staff, to include the DoS Operations Center. 
This also included providing both mobile and in office IT support to the Secretariat. 

(U//FOUe) While serving as Executive Secretary, MULL had very little direct interaction with the 
Secretary of State. MULL mostly interacted with the Secretary' s Chief of Staff (COS) CHERYL MILLS. 

(U//F0U9) Everybody in CLINTON'S front office, except CLINTON herself, was on the 
Principal Officer Electronic Messaging System (POEMS) system. MULL communicated with 
CLINTON' s executive staff via POEMS. MULL was not aware how messages sent to CLINTON' s 
executive staff were relayed to CLINTON, but assumed they were orally briefed. 

(U//F0H0) MULL was aware CLINTON was using a personal email account while at DoS. 

State. MULL was not aware of a DOS policy at the time prohibiting the use of personal email accounts or 











i, CLINTON' s email account. However, with respect to the emails on Benghazi, he noted that i 
»ht some of the content should have been classified even though they did not believe it was 




































the Secretary fell asleep holding the unopened packaging in her arms, 
as funny because, in contrast, he would not be able to sleep if he had ji 
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(U//Fewe) To SAMUELSON’ s knowledge DOS did not provide any formal guidance on how to 
















accounts f rom the Apple OS X server to the new server. PAGLIANO also recalled that I 1 

I Z I was present, as well as some United States Secret Service (USSS) Special Agents. PAGLIANO 

Macintosh G4 or G5 tower and an HP printer supported by Internet Printing Protocol (IPP) over port 9100 
so that staff could print from the Harlem office. PAGLIANO installed the new server equipment which 
was comprised of a 12-unit (12U) rack with a Dell PowerEdge 1950 used as a Blackberry Enterprise 
Server (BES), Dell PowerEdge 2900, Dell unmanaged switch, 3U power supply, 3 terabyte (TB) external 
hard drive. Kiwi Syslog Server, and a Cisco Private Internet exchange (PIX) 515E IP firewall (the 
collection of server equipment hereafter referred to as Exchange Server 1 ). PAGLIANO stated that he did 
not utilize tape backups but implemented “disk-to-disk” backups instead. PAGLIANO began the email 
migration from the Apple OS X server to Exchange Server 1 while on-site in Chappaqua in March 2009, 
but did not finish on-site and continued working on the migration from his hotel room. PAGLIANO 

content should have existed on the Apple OS X server once it was migrated to Exchange Server 1 . 
COOPER changed the Mail Exchange (MX) records to ensure delivery to Exchange Server 1 . There were 
only two system administrators on Exchange Server 1, PAGLIANO and COOPER. PAGLIANO 
disagreed with housing Exchange Server 1 in a residential basement due to having only one unreliable 
internet connection. COOPER disagreed and wanted physical access to Exchange Server 1 . PAGLIANO 
never knew of Exchange Server 1 residing in another physical location other than Chappaqua. 

(U//Pewe) As far as the Apple OS X server is concerned, PAGLIANO did not know of any other 
function or use of the server, other than to facilitate email exchange. PAGLIANO did not know who 
installed the Apple OS X server, but believed COOPER was the only person with administrator access. 
Two email domains existed on the Apple OS X server, presidentclinton.com and clintonemail.com. Both 
domains were a lso maintained on Exchange server 1 . PAGLIANO believed l 1 COOPER, 

1 ~1 and | [had email auo, n L_J n l_J nr dor i i and HUMA 

ABEDIN and l l had email accounts on 

the clintonemail.com domain. Once email was migrated to Exchange server 1, all users could use either 
the presidentclinton.com or clintonemail.com domains for receiving email but replies would be sent from 
the clintonemail .com domain for users of the clintonemail.com domain. PAGLIANO did not know if 
HILLARY CLINTON had an account on the Apple OS X se rver, but he did not migrate one. PAGLIANO 
did not know how users connected to the Apple OS X server ] l or COOPER would monitor the 

PAGLIANO believed the people with physical acc ess to the A pple OS X server was anyone who had 
access to the basement at the CLINTON residence. I~ I had physical access, but not administrative 
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